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Information technology - Security techniques - Information security management
systems - Requirem ents (ISO/IEC 27001:2013 including Cor 1:2014 and Cor 2:2015)

Contents Page
EUropean fOr@WORId ............iiiiiiiiiccisineere s sssssssseee e s e s s s s s s s s e e e eesa s s s ams s e e e e e san s amneeeeeesanssssnmnnneenessnsssnnennesnnnnn 3
0T =T o 4
0 L0 e Yo 11T o ) o S 5
1 S o o o - 6
2 NOIMAtiVe FEFEIrENCES ......ooiiieieerecer e e re e e s e s s e e e e e smn e s e s mn e e e e smme e e e nn e e e smmnnnan 6
3 Terms and definitioNs ..o e 6
4 Context of the organization ... s e ee s nnnns 6
41 Understanding the organization and its context ..o 6
4.2 Understanding the needs and expectations of interested parties ..........ccccenrrvmiiniiicnniicieenn, 6
4.3 Determining the scope of the information security management system ...........ccccoccvviiuennn. 6
44 Information security management SyStem ..........cccciiin e —————— 7
5 IC= = e L= =] 3T oS 7
5.1 Leadership and commitment ... —————— 7
5.2 o S 7
5.3 Organizational roles, responsibilities and authorities ..........ccccccriiiicccirc s 7
6 g 10 113 T SRS 8
6.1 Actions to address risks and opportunities ... ——— 8
6.2 Information security objectives and planning to achieve them ...........ccocoiiiiiinniniiicninccnnn, 10
7 8T T o T o 10
71 == o TH ] o= 10
7.2 L0 470 T=3 =T o U= 10
7.3 T T =T 4 =T 10
7.4 L0075 0T 0 T L5 T 1T o 11
7.5 Documented information ............cccoiireciiirrn e e 1
8 1 o= - 1 1 oY o TSP 12
8.1 Operational planning and control ... e nnn e 12
8.2 Information security risk assessment ... ——————— 12
8.3 Information security risk treatment ... ——————— 12
9 Performance evaluation ... 12
9.1 Monitoring, measurement, analysis and evaluation ... 12
9.2 Internal Uit ... 13
9.3 ManNagemMeENnt FEVIEW ... s e e 13
10 L8 0] o] oY= o 1= 4 S 14
10.1 Nonconformity and corrective action ... e 14
10.2 Continual iMProVEMENT ... s e e e e e e s s s s samnn e e e e e ses s s ssmnneenssnnsnnnns 14
Annex A (normative) Reference control objectives and controls ..........cccccciiiiiicniiniicncere s 15
[ T] o 1o =T ] 13T/ 28



		2024-05-07T08:13:11+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




